This specification defines the use of a SAML 2.0 Bearer Assertion as a means for requesting an OAuth 2.0 access token as well as for use as a means of client authentication.
Introduction
The Security Assertion Markup Language (SAML) 2.0 is an XMLbased framework that allows identity and security information to be shared across security domains. The SAML specification, while primarily targeted at providing cross domain Web browser single sign-on, was also designed to be modular and extensible to facilitate use in other contexts.
The Assertion, an XML security token, is a fundamental construct of SAML that is often adopted for use in other protocols and specifications. An Assertion is generally issued by an identity provider and consumed by a service provider who relies on its content to identify the Assertion's subject for security related purposes.
The OAuth 2.0 Authorization Framework provides a method for making authenticated HTTP requests to a resource using an access token. Access tokens are issued to third-party clients by an authorization server (AS) with the (sometimes implicit) approval of the resource owner. In OAuth, an authorization grant is an abstract term used to describe intermediate credentials that represent the resource owner authorization. An authorization grant is used by the client to obtain an access token. Several authorization grant types are defined to support a wide range of client types and user experiences. OAuth also allows for the definition of new extension grant types to support additional clients or to provide a bridge between OAuth and other trust frameworks. Finally, OAuth allows the definition of additional authentication mechanisms to be used by clients when interacting with the authorization server.
The Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants specification is an abstract extension to OAuth 2.0 that provides a general framework for the use of Assertions as client credentials and/or authorization grants with OAuth 2.0. This specification profiles the Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants specification to define an extension grant type that uses a SAML 2.0 Bearer Assertion to request an OAuth 2.0 access token as well as for use as client credentials. The format and processing rules for the SAML Assertion defined in this specification are intentionally similar, though not identical, to those in the Web Browser SSO Profile defined in the SAML Profiles specification. This specification is reusing, to the extent reasonable, concepts and patterns from that well-established Profile.
This document defines how a SAML Assertion can be used to request an access token when a client wishes to utilize an existing trust relationship, expressed through the semantics of (and digital signature or keyed message digest calculated over) the SAML Assertion, without a direct user approval step at the authorization server. It also defines how a SAML Assertion can be used as a client authentication mechanism. The use of an Assertion for client authentication is orthogonal to and separable from using an Assertion as an authorization grant. They can be used either in combination or separately. Client assertion authentication is nothing more than an alternative way for a client to authenticate to the token endpoint and must be used in conjunction with some grant type to form a complete and meaningful protocol request. Assertion authorization grants may be used with or without client authentication or identification. Whether or not client authentication is needed in conjunction with an assertion authorization grant, as well as the supported types of client authentication, are policy decisions at the discretion of the authorization server.
The process by which the client obtains the SAML Assertion, prior to exchanging it with the authorization server or using it for client authentication, is out of scope.
Notational Conventions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119 .
Unless otherwise noted, all the protocol parameter names and values are case sensitive.
Terminology
All terms are as defined in The OAuth 2.0 Authorization Framework , the Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants , and the Security Assertion Markup Language (SAML) 2.0 specifications.
HTTP Parameter Bindings for Transporting Assertions
The Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants specification defines generic HTTP parameters for transporting Assertions during interactions with a token endpoint. This section defines specific parameters and treatments of those parameters for use with SAML 2.0 Bearer Assertions.
Using SAML Assertions as Authorization Grants
To use a SAML Bearer Assertion as an authorization grant, use an access token request as defined in Section 4 of the Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants specification with the following specific parameter values and encodings.
The value of the grant_type parameter MUST be urn:ietf:params:oauth:granttype:saml2-bearer.
The value of the assertion parameter MUST contain a single SAML 2.0 Assertion. The SAML Assertion XML data MUST be encoded using base64url, where the encoding adheres to the definition in Section 5 of RFC 4648 and where the padding bits are set to zero. To avoid the need for subsequent encoding steps (by "application/x-www-form-urlencoded" , for example), the base64url encoded data SHOULD NOT be line wrapped and pad characters ("=") SHOULD NOT be included.
The scope parameter may be used, as defined in the Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants specification, to indicate the requested scope.
Authentication of the client is optional, as described in Section 3.2.1 of OAuth 2.0 and consequently, the client_id is only needed when a form of client authentication that relies on the parameter is used.
The following non-normative example demonstrates an Access Token Request with an assertion as an authorization grant (with extra line breaks for display purposes only):
POST /token.oauth2 HTTP/1.1 Host: as.example.com Content-Type: application/x-www-form-urlencoded 
Using SAML Assertions for Client Authentication
To use a SAML Bearer Assertion for client authentication, use the following parameter values and encodings.
The value of the client_assertion_type parameter MUST be urn:ietf:params:oauth:client-assertion-type:saml2-bearer.
The value of the client_assertion parameter MUST contain a single SAML 2.0 Assertion. The SAML Assertion XML data MUST be encoded using base64url, where the encoding adheres to the definition in Section 5 of RFC 4648 and where the padding bits are set to zero. To avoid the need for subsequent encoding steps (by "application/x-wwwform-urlencoded" , for example), the base64url encoded data SHOULD NOT be line wrapped and pad characters ("=") SHOULD NOT be included.
The following non-normative example demonstrates a client authenticating using an assertion during the presentation of an authorization code grant in an Access Token Request (with extra line breaks for display purposes only):
POST /token.oauth2 HTTP/1. 
Assertion Format and Processing Requirements
In order to issue an access token response as described in OAuth 2.0 or to rely on an Assertion for client authentication, the authorization server MUST validate the Assertion according to the criteria below. Application of additional restrictions and policy are at the discretion of the authorization server.
1. The Assertion's <Issuer> element MUST contain a unique identifier for the entity that issued the Assertion. Issuer values SHOULD be compared using the Simple String Comparison method defined in Section 6.2.1 of RFC 3986 , unless otherwise specified by the application. 2. The Assertion MUST contain a <Conditions> element with an <AudienceRestriction> element with an <Audience> element that identifies the authorization server as an intended audience. Section 2.5.1.4 of Assertions and Protocols for the OASIS Security Assertion Markup Language defines the <AudienceRestriction> and <Audience> elements and, in addition to the URI references discussed there, the token endpoint URL of the authorization server MAY be used as a URI that identifies the authorization server as an intended audience. Assertions that do not identify the Authorization Server as an intended audience MUST be rejected. Audience values SHOULD be compared using the Simple String Comparison method defined in Section 6.2.1 of RFC 3986 , unless otherwise specified by the application. 3. The Assertion MUST contain a <Subject> element. The subject MAY identify the resource owner for Additional information identifying the subject/principal of the transaction MAY be included in an <AttributeStatement>.
A. When using an Assertion as an authorization grant, the 
Authorization Grant Processing
Assertion authorization grants may be used with or without client authentication or identification. Whether or not client authentication is needed in conjunction with an assertion authorization grant, as well as the supported types of client authentication, are policy decisions at the discretion of the authorization server. However, if client credentials are present in the request, the authorization server MUST validate them. If the Assertion is not valid, or its subject confirmation requirements cannot be met, the authorization server MUST construct an error response as defined in OAuth 2.0 . The value of the error parameter MUST be the invalid_grant error code. The authorization server MAY include additional information regarding the reasons the Assertion was considered invalid using the error_description or error_uri parameters.
For example:
HTTP/1.1 400 Bad Request Content-Type: application/json Cache-Control: no-store { "error":"invalid_grant", "error_description":"Audience validation failed" }
Client Authentication Processing
If the client Assertion is not valid, or its subject confirmation requirements cannot be met, the authorization server MUST construct an error response as defined in OAuth 2.0 . The value of the error parameter MUST be the invalid_client error code. The authorization server MAY include additional information regarding the reasons the Assertion was considered invalid using the error_description or error_uri parameters.
Authorization Grant Example
Though non-normative, the following examples illustrate what a conforming Assertion and access token request would look like.
The example shows an assertion issued and signed by the SAML Identity Provider identified as https://saml-idp.example.com. The subject of the assertion is identified by email address as brian@example.com, who authenticated to the Identity Provider by means of a digital signature where the key was validated as part of an X.509 Public Key Infrastructure. The intended audience of the assertion is https://saml-sp.example.net, which is an identifier for a SAML Service Provider with which the authorization server identifies itself. The assertion is sent as part of an access token request to the authorization server's token endpoint at https://authz.example.net/token.oauth2.
Below is an example SAML 2.0 Assertion (whitespace formatting is for display purposes only):
<Assertion IssueInstant="2010-10-01T20:07:34.619Z" ID="ef1xsbZxPV2oqjd7HTLRLIBlBb7" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0:assertion"> <Issuer>https://saml-idp.example.com</Issuer> <ds:Signature xmlns:ds="http://www. 
Interoperability Considerations
Agreement between system entities regarding identifiers, keys, and endpoints is required in order to achieve interoperable deployments of this profile. Specific items that require agreement are as follows: values for the issuer and audience identifiers, the location of the token endpoint, and the key used to apply and verify the digital signature over the assertion. The exchange of such information is explicitly out of scope for this specification and typical deployment of it will be done alongside existing SAML Web SSO deployments that have already established a means of exchanging such information. Metadata for the OASIS Security Assertion Markup Language (SAML) V2.0 is one common method of exchanging SAML related information about system entities.
Security Considerations
No additional security considerations apply beyond those described within The OAuth 2.0 Authorization Framework , the Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants , and the Security and Privacy Considerations for the OASIS Security Assertion Markup Language (SAML) V2.0 specifications. [RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels," BC P 14, RFC 2119, March 1997 (TXT, HTML, XML).
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